



                   Multicast Key Management for Cloud
ABSTRACT

Cloud computing is the technology that uses the internet and central remote servers to maintain data and applications. Cloud computing allows consumers and businesses to use applications without installation and access their personal files at any computer with internet access. This technology allows for much more efficient computing by centralizing storage, memory, processing and bandwidth. In this security is an important issue to provide a security for this cloud we introduce a novel method for securing cloud by providing multicast key for each user. It will be a dynamic session key which will vary in the time of period. Whenever a new user enters into the cloud the new key will be generated .It will withstand for a time period .After that time period the user should renew the key for the further usage of the cloud. 

Existing System

In recent 10 years, Internet has been developing very quickly. The cost of storage, the power consumed by computer and hardware is increasing. The storage space in data center can’t meet our needs and the system and service of original internet can’t solve above questions, so we need new solutions. At the same time, large enterprises have to study data source fully to support its business. The collection and analysis must be built on a new platform. Why we need cloud computing? It is to utilize the vacant resources of computer, increase the economic efficiency through improving utilization rate, and decrease the equipment energy consumption. 
Disadvantage:

The attacker can work offline, rapidly testing possible passwords against the true password’s hash value.

Proposed System:

Data must be secure when it travels between your site and the cloud and must be protected in the cloud, step in the process is making sure that the data is also protected during transactions, such as if an employee or customer is able to access data in an application transaction processing Especially for transaction processing, this means going through the process of making sure data is secure and trusting the provider, but still going back to verify the security.  
Advantages:



It is to utilize the vacant resources of computer, increase the economic efficiency through improving utilization rate, and decrease the equipment energy consumption.

Problem Statement
Cloud computing provides dependable and secure data storage center, provides immense possibility for internet application, provides infinite space for storing and managing data, provides powerful computing capacity for users to complete all kinds of application. Future computer may only be used for connecting internet to implement services based on cloud computing. Users will change their habit of using computer totally, from services centered by desktop to services centered by Web.
Scope:

Diffie-Hellman are easily prone to attacks where a intermediate or penetrator party intercepts messages between the sender and receiver and assumes the identity of the other party. Because of this, Diffie-Hellman should be used with some form of authentication to ensure that symmetric keys are established between correct parties.
Architecture:
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MODULES”
1. Keys.
2. Secured-key. 
3. Secured to Collusion. 

4. Diffie-Hellman key exchange.
Modules Description

1. Keys   

The active members of the group receive security featured associations that include encryption keys, authentication/integrity keys, cryptographic policy that describes the keys, and attributes such as an index for referencing the security association (SA) particular objects  contained in the SA.
2. Secured-key 
The key material is secured and sent to members to maintain it secret and integrity-protected and verifiably obtained from an authorized source. 
3.  Secured to Collusion   

The key management protocol should be secure proof against collusion among excluded members and non-members. Specifically, collusion must not result in attackers gaining any additional group secrets or access than each of them individually is privy to. In other words, combining the knowledge of the colluding entities must not result in revealing additional group secrets. 
4. Diffie-Hellman key exchange 
Diffie and Hellman Algorithm proposed by Whitfield Diffie and Martin Hellman states that two parties to acquire shared secret key using the non secured communication channel , i.e. not secured to interception but protected for modification . Diffie – Hellman algorithm is simple in its idea and with it has a high level of cryptographic stability, which is based on the supposed complexity of the discrete problem of taking the logarithm Supposing there are two participants of the exchange (let’s call them Alice and Bob in insecure channel namely eve). Both of them know two numbers P and G. These numbers are not secret and can be known to anyone. The goal of Alice and Bob is to obtain the shared secret key to help them to exchange messages in future.
System Configuration:-

H/W System Configuration:-

        Processor               -    Pentium –III
Speed                                -    1.1 Ghz

RAM                                 -    256  MB (min)

Hard Disk                          -   20 GB

Floppy Drive                     -    1.44 MB

Key Board                         -    Standard Windows Keyboard

Mouse                                -    Two or Three Button Mouse

Monitor                              -    SVGA
S/W System Configuration:-

· Operating System            :Windows95/98/2000/XP 

· Application  Server          :   Tomcat5.0/6.X                               



· Front End                          :   HTML5,CSS3, Java, Jsp

·  Scripts                                :   JavaScript.
· Server side Script             :   Java Server Pages.

· Database                            :   Mysql 
· Database Connectivity      :   JDBC.
CONCLUSION
Multicast key management will provide better security for the cloud for the secure data transaction, through keying and rekeying process. The security of the cloud can extend by applying some batch rekeying methods which will avoid further complexity in rekeying. 





















































































